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Decision/action requested

It is kindly to request SA3 to endorse the proposals of this discussion paper.
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Discussion
3.1 General

In the SA3#88 meeting, the baseline of AS security was endorsed. 
This discussion paper shows a framework of AS security. If it is agreed, it will be helpful for limiting the scope of AS security discussion in the future, which is obviously benefitial for the progress of 5G phase1.

Proposal 1: A framework of AS security is recommended to be captured in TS 33.501 in this meeting. 
3.2 Elements of the AS framework derived from the agreements
In S3-172164 [1], several agreements are achieved

a) RRC security can be negotiated independently of user plane security.

b) RRC security will be same as in LTE.

c) The SMF controls whether confidentiality protection shall be enabled.

d) The SMF controls whether integrity protection shall be enabled.

e) The gNB activates protection per data radio bearer (DRB) based on SMF instructions.

f) The gNB selects the DRB and SRB algorithms.

g) The SMF can configure integrity and confidentiality protection policies independent of each other.

According to f), the gNB will select RRC algorithms and UP algorithms separately. As b) states that RRC security will be same as LTE, therefore, the gNB shall select RRC algorithm the same as in LTE, and send the chosen algorithms to the UE in AS SMC. In other words, AS SMC procedure shall be reused for RRC security negotiation and activation. 
Proposal 2: RRC algorithms shall be selected before sending AS SMC, and AS SMC procedure shall be reused for RRC security negotiation and activation.
However, the selected UP algorithms will happen after sending AS SMC and before DRB establishing procedure.
The UP algorithm selection shall be in DRB establishing procedure with the following reasons:
· According to the TS 23.501[2] and TS 23.502[3], the UE may request registration and PDU session establishment at different time. If so, the gNB needs to wait until it recievs the UP security policy from the SMF before negotiating the UP security algorithms and activation. Thus, the UP security algorithms negotiation and activation shall happen during the DRB establishment procedure.
· In case of UE is in a non-allowed area, which means the UE is permitted to connect to the network using Registration Request, but cannot establish any PDU session. Therefore, negotiating UP security algorithms and activation is not required in this case until the UE is possibly able to get out of the restricted area and can establich a DRB.
Proposal 3: The UP algorithms shall be selected when the gNB is about to establish a DRB.
When combing c), d) and g), we can conclude that SMF gets UP security policy. The UP security policy tells the gNB whether UP confidentiality protection and integrity protection need to be enabled or not.  Then considering e), the UP security policy shall be sent to gNB. 
Proposal 4: The SMF gets UP security policy which instructs gNB whether confidentiality protection and integrity protection need to be enabled or not.

3.3  FFS in S3-172164
This section lists all the FFS captured in S3-172164.
Only i) will be addressed in this paper to make a whole picture of AS security framework.

h) It is FFS whether the granularity should be PDU sessions or QoS flows for UP confidentiality protection and UP integrity protection.
i) The method for activation is FFS.
j) Whether the same integrity algorithms shall be used for RRC and all DRBs, for which UP integrity is enabled is ffs
k) When confidentiality is enabled for RRC, then whether the same confidentiality algorithms shall be used for RRC and all DRBs, for which UP confidentiality is enabled, is ffs
l) Whether it is allowed that the gNB overrules SMF instructions is ffs

3.4 The method for activation 
According to e) and proposal 3, the UP security shall be activated by sending selected algorithms to the UE during DRB establishing procedure between the UE and the gNB, otherwise the UE cannot know which algorithms shall be used for UP protection.
At the same time, a new Editor’s Note can be added as saying it is ffs whether it is permitted to send NULL algorithms when the UP security is deactivated.

Proposal 5 The UP security is activated by sending selected UP algorithms to the UE during DRB establishing procedure.

Proposal 6 Add a new FFS, which is It is ffs whether it is permitted to send NULL algorithms when the UP security is deactivated.

3.5 The framework of AS security

Based on proposal 1 to proposal 5, the following two procedures can be used as a base for the AS security framework. . Contribution S3-172277presents details for Figure 3.5-1 and contribution S3-172252 presents details for Fig. 3.5-2 .
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Figure 3.5-1 AS CP security negotiation
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Figure 3.5-2 AS UP security negotiation

3.6 Missing Details

The missing details of the framework are the listed FFS in section 3.3 and the proposal 6 in section 3.4. These details can be addressed one by one after the framework is accepted by SA3. 
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Detailed proposal

We kindly request SA3 to take the framework as the baseline for AS security.
Proposal 1: A framework of AS security is recommended to be captured in TS 33.501 in this meeting.
Proposal 2: The RRC algorithms shall be selected before sending AS SMC, and AS SMC procedure shall be reused for RRC security negotiation and activation.
Proposal 3: The UP algorithms shall be selected when the gNB is about to establish a DRB.
Proposal 4: The SMF gets UP security policy which instructs gNB whether confidentiality protection and integrity protection need to be enabled or not.

Proposal 5 The UP security is activated by sending selected UP algorithms to the UE during DRB establishing procedure.

Proposal 6 Add a new FFS, which is It is ffs whether it is permitted to send NULL algorithms when the UP security is deactivated.

gNB
AMF
UE
2.gNB selects RRC algorithms
3 AS SMC(selected algorithms)
4 AS SMP
1. N2 msg(KgNB)



gNB
AMF
UE
SMF
1.Obtain Security policy
2. SM information (security policy)
3. SM information (security policy)
4.gNB selects UP algorithms based on security policy
5 RRC Connection Reconfiguration Request (selected UP algorithms)
6. RRC Connection Reconfiguration Complete



